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1. Context of disinformation (need for resilience)
2. Projects in EU supporting citizens and regulators
3. Projects detecting and explaining manipulation, 

fake news and deepfakes
4. Critical media literacy resources
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Context of disinformation



o information overload/defficiency, epistemic crisis, 
o technostress, technological dependency,
o corporate/algorithmic control of media, echo chambers, 
o dis/misinformation, AI-powered fake news, etc. 

• Freedom of speech: regulators are unwilling to introduce direct legal
solutions (bans) to shield media users from these challenges and 
advocate for individual/social resilience against, e.g., disinformation;

• Resilience to be shaped through interventions, to increase the 
capacity of a system (person, community, organization) to cope with 
adversarial circumstances and to recover after a challenging event.

Current challenges
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• Demonetization: cutting financial incentives and advertising revenues to 
the purveyors of disinformation;

• Transparency of political advertising: efficient labels, tags and libraries
for political advertisng;

• Ensuring the integrity of services: identify and eliminate tactics of 
malicious agents (fake accouts, bot-driven amplification, impersonation, 
deepfakes);

• Empowering users and researchers: safe design and free access;
• Empowering the fact-checking community: platforms to fund and 

enable the work of fact-checkers, extensions in various languages;
• Taskforce for transparency, reporting and monitoring.

Code of Conduct on Disinformation
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• fact-checking instructions to foster higher sensitivity to fake news
and teach the verification protocol,

• fact-checking tools/databases for individual self-help and 
verification,

• fact/spin-checking services with established news organizations,
• image-doctoring and deepfake spotting tools,
• monitoring services with alerts/warnings related to viral fake news,
• debunking sites with current analyses and reporting of misleading 

content and the mechanisms of its dissemination,
• prebunking (inoculation) i.e. games, infographics, videos, graphic 

novels that explain the mechanisms behind mis/disinformation.

Resilience interventions (1/2)
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• AI-powered tools to be developed for standardized verification 
against multiple sources and for manipulation detection,

• awareness-raising and instructional materials devoted to exposing, 
i.a. misleading argumentation, manipulation tricks, logical fallacies, 
language (mis)use,

• learning/teaching materials: lesson scenarios, exemplary materials, 
videos to be used in formal and informal education,

• critical media literacy campaigns targeting various groups of 
citizens,

• recommendations to policymakers and regulators.

Resilience interventions (2/2)
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EU supporting citizens and regulators



EU DisInfo Lab
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EP: Six tactics used to fool us
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it anim id est laborum.
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Detecting and explaining manipulation



The Media Manipulation Casebook
https://mediamanipulation.org/
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Detecting fake news and deepfakes





Slide 1
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• Focus on the face. Are facial features altered or inconsistent?
• Observe the cheeks and forehead. Does the skin appear unusually smooth or 

wrinkled? Are the skin’s age characteristics consistent with the hair and eyes? 
• Pay attention to the eyes and eyebrows. Do the shadows fall where you’d 

expect them to? Does the video accurately capture the natural physics of light?
• Check the glasses. Is there a glare, or perhaps too much glare? Does the glare 

shift appropriately as the person moves? 
• Inspect the facial hair or lack of it. Does the beard or mustache look authentic? 

Does the video add or remove facial hair or make it appear natural?
• Notice any facial moles. Does the mole look convincing?
• Watch the blinking. Is the person blinking too frequently or too little?
• Focus on the lip movements. Do the lip movements align naturally with speech?
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• .

https://support.google.com/websearch/answer/9116649
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Critical media literacy resources
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• America’s Cyber Defence Agency (https://www.cisa.gov/) Real Fake graphic novel
• Australian Government’s e-safety commissioner website (https://www.esafety.gov.au/)
• Bad News Game: An interactive game that puts players in the shoes of a fake news creator to teach them 

about the tactics used in disinformation. (https://www.getbadnews.com/)
• EU Disinfo Lab (https://www.disinfo.eu/)
• EU vs. DisInfo: European External Action Service’s East StratCom Task Force (https://euvsdisinfo.eu/)
• European Parliament: Sportting disinformation: Six tactics used to fool us

https://www.europarl.europa.eu/topics/en/article/20250227STO27081/spotting-disinformation-six-
tactics-used-to-fool-us

• FactCheck.org: US-based non-partisan, non-profit organization that monitors the factual accuracy of 
statements by public figures and organizations. (https://www.factcheck.org/)

• MIT Media Lab’s affective computing: DetectDeepFakes Project (https://www.media.mit.edu/)
• Media Manipulation Casebook (https://mediamanipulation.org/ )
• Propaganda Diary: A reference base of fake narratives circulated in European media regarding Ukraine 

https://russiandisinfo.voxukraine.org/en

Sources
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