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Context and definitions




Resilience
|
* The capacity of a system (personality, community, organization) to
cope with adversity and to rebound to the state of equilibrium after a
challenging event (ijntema et al. 2023).
* In the context of media, the challenges include (media cluster Norway, 2025):
o information overload/defficiency, epistemic crisis,
o technostress, technological dependency,
o corporate/algorithmic control of mediation,
o dis/misinformation, Al-powered fake news, etc.
* Regulators unwilling to introduce strict legal protections to shield
media users (freedom of speech) (Graves, 2018).



Exploratory data search:
Resilience+interventions+misinformation




Dataset (n=42): types of resilience interventions (1/2)

|

* fact/spin-checking services with established news organizations,

* fact-checking tools/databases for individual self-help and verification,

 fact-checking instructions to foster sensitivity to fake news and teach
the verification protocol,

* image-doctoring and deepfake spotting tools,

* monitoring services with alerts related to viral fake news,

* debunking sites with analyses of misleading content and the
mechanisms of its dissemination,

e prebunking (inoculation) i.e. games, infographics, videos, graphic
novels that explain the mechanisms behind mis/disinformation.



Dataset (n=42): types of resilience interventions (2/2)
|

* Al-powered tools for automatic verification against multiple sources
and for manipulation detection,

e awareness-raising guides for exposing misleading argumentation,
manipulation tricks, logical fallacies, language misuse,

» teaching materials: lesson scenarios, exemplary materials, videos for
formal and informal education,

e critical media literacy campaigns targeting various groups of citizens,

* recommendations to policymakers and regulators.
For this multimodal discourse study downsized: clustered into 4
functional macro-types with 9 representative interventions (EN)



1. Detecting and explaining manipulation




US: The Media Manipulation Casebook

| THE |
m MANIPULATION
CASEBOOK “ About Case Studies Methods Definitions Research

The Media Manipulation Casebook is a digital research platform
linking together theory, methods, and practice for mapping
media manipulation and disinformation campaigns. This
resource is intended for researchers, journalists, technologists,
policymakers, educators, and civil society organizers who want
to learn about detecting, documenting, describing, and
debunking misinformation, disinformation, and media
manipulation.




EU Disinfo Lab
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2. Detecting fake news and deepfakes (skills)




SciCheck

Fact-checking science-based
claims.

E Fa C tC h e C k . O rg k A Project of The Annenberg Public Policy Center

HOME ARTICLES ~ ASK A QUESTION ~ DONATE TOPICS ~ ABOUT US ~ SEARCH

Facebook Initiative

Debunking viral claims.

| BEATr Players Guide 2024
The special interest groups
behind the TV ads.

Viral Spiral

Don’t get spun by internet
rumors.
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3. Debunking and prebunking
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ALL TECHNIQUES

- ws IMPERSONATION EMOTION

From fake news to chaos! How bad are ’
you? Get as many followers as you
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4. Media literacy campaigns




EP: Spotting disinformation/Six tactics used to fool us
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Key topics Educators Parents Young people Kids Women Seniors First Nations Communities Industry

Need help dealing with violent or distressing online content? Learn more

Key topics | Fake news and misinformation

< Key topics Fake news and
The eSafety Guide misinformation

Cyberbullying v
P ,  Information, images and videos
posted online can be untrue or
Image-based abuse > i .
misleading, so check the facts before
Illegal and restricted online I A
content sharing them.
Domestic violence >
Sometimes stories, scenes and sounds are completely made up or
Technology-facilitated abuse + altered so they seem real.

Workplace bullying and

h t - - - -
e How can I tell if information is true?
Online tools and features =
; Look out for content that seems very one-sided.
How to stay safe online v
i - Ask yourself these questions:
Digital wellbeing 4

€ eSafetyCommissioner

. ® |5 it from a trustworthy source, known for being honest about e
Sexual violence . i Australing Gover nment
information?

Gendered violence * Does the headline match the content?

®* Are different views included, to give the content balance?
Fake news and * Do the quotes make sense and match the rest of the story, or do
misinformation

they seem to be missing the wider context?
* Does the content seem to be unbelievable or ‘too good to be true'?
* |5 there enough evidence and reasoning in the story to justify the
claims or conclusion?



Data coding (inductive, multimodal)

WHERE: “About Us” or “Our Mission” sections of 9 intervention websites
(Manipulation Casebook, EU Disinfo Lab, FactCheck, MIT DetectDeepFake, Propaganda Diary, Bad
News game, EP: Spotting disinformation, Resilience series, E-safety Australia)

WHAT: Expressions justifying a given approach to resilience and literacy, e.g.,

* rationales, desirable outcomes;

* target of resilience, e.g., individual/institutional level;

* preferable forms of resilience cultivation, e.g. knowledge, skills, regulations;

* multimodal resources that legitimize the interventions and claim to make
them effective;



Results: 4 emergent understandings of
resilience
(based on their rationalizations)




1. Being resilient is ...

* being well fortified and armed against manipulation (terror/war
metaphors),

* having a disposition towards alertness and strategic thinking
(them vs. us, tactics).

This discursively normalizes urgency, securitization and

weaponization in the (individual) “guerilla fight” against
(institutionalized and corporate) misinformation
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As the practice of media manipulation evolves in response to changes in policies, regulations, and politics, so do the tactics. Below are
some of the ways campaign operators take advantage of our networked media ecosystem.
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2. Being resilient is ...

e assuming a persona of a media-savvy “detective,”
 tracing the actions of malicious agents and being able to use
newest media technologies.

This discursively normalizes the logic of the citizen being pro-active
and responsible for detecting threats in advance for self/other-
protection.
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3. Being resilient is ...

* being aware of manipulators’ using emotional triggers and
cognitive biases (presented as “traps”),
* engaging in self-control and other-surveillance.

This discursively normalizes the responsibility for redesigning one’s
natural emotional reactions in social interactions and overcoming
one’s cognitive “reflexes”.
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People who post disinformation use strong emotions to try to manipulate us into spreading their

message




4. Being resilient is ...

* being well-informed about the issues of the day,
* knowing how to verify information,
e distinguishing credible sources from fakes/trolls.

This discursively normalizes the need for one’s constant engagement
with a variety of topics to the level of using one’s own critical
assessment, or at least delegating this to accredited fact-checkers.

W E3FactCheckorg MR | @ esafety
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Articles Database Learn Research Videos Guest content About

19073 c ;
disinformation cases collected and debunked ategorles

Our approach

® =5 R4 w

European elections
Monitor Identify Document Respond

Ukraine

288 articles

June 05, 2025
An unpleasant incident

The Kremlin downplays Ukraine’s devastating attack on Russian military airfields,

looking for distractions and feebly recycling old lies about terrorism and Anglo-
Saxons instead.




Conclusions

* 4 emergent understandings of resilience agaist misinformation
envisioned as an acquired disposition and set of skills to overcome
dysfunctional technological circumstances;

* A wide range of generously sponsored and well legitimized
interventions and projects normalizing the need for resilience
(intervention as a genre);

* Responsibilitizing individuals for addressing the problem of
misinformation (reflective of the priorities of neoliberalism).



Sources

» America’s Cyber Defence Agency (https://www.cisa.gov/) Real Fake/Bug Byte graphic novels

» Australian Government’s e-safety commissioner website (https://www.esafety.gov.au/ )

* Bad News Game: An interactive game that puts players in the shoes of a fake news creator to teach them
about the tactics used in disinformation. (https://www.getbadnews.com/ )

* EU Disinfo Lab (https://www.disinfo.eu/)

* EU vs. DisInfo: European External Action Service’s East StratCom Task Force (https://euvsdisinfo.eu/)

* European Parliament: Spotting disinformation: Six tactics used to fool us
https://www.europarl.europa.eu/topics/en/article/20250227ST027081 /spotting-disinformation-six-tactics-
used-to-fool-us

e FactCheck.org: US-based non-partisan, non-profit organization that monitors the factual accuracy of
statements by public figures and organizations. (https://www.factcheck.org/)

* MIT Media Lab’s affective computing: DetectDeepFakes Project (https://www.media.mit.edu/ )

* Media Manipulation Casebook (https://mediamanipulation.org/ )

* Propaganda Diary: A reference base of fake narratives circulated in European media regarding Ukraine
(https://russiandisinfo.voxukraine.org/en )
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